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Big Noisy Data-
base of Links

There must be
something useful
here... but I'm
drowning in noise

This is more
useful
objective
informatiop
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Big Noisy Data-
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Sverdlovsk:
Aerial View

During April and
May 1979, there
were 77
Confirmed
cases of
inhalational
anthrax

Sverdlovsk
Region:
Epi-map




What if this happened in 20027

Salt-lake city, Feb 2002

What if this happened in 20027

For a realistic attack,
during peak period of
oy importance, each

RN E T
' extra hour of early
A }\ detection could save
2000 lives.

Salt-lake city, Feb 2002 [Tsui et al., 2000]
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The task

How strange is everything that’s
happened in the last n hours?
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The task

How strange is everything that's
happened in the last n hours?

Should we launch
active data
collection?
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The task

How strange is everything that’s
happened in the last n hours?

How strange is it, under the
hypothesis that we have the
following population of diseases
with the following characteristics?

Should we launch
active data
collection?
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The task

How strange is everything that's
happened in the last n hours?

How strange is it, under the
hypothesis that we have the
following population of diseases
with the following characteristics?

—

What is the chance that
disease X is currently in the
population?
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Should we launch
active data
collection?
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The task

How strange is everything that’s
happened in the last n hours?

Can we find a
pattern in the
strange stuff?

How strange is it, under the

hypothesis that we have the
following population of diseases

l with the following characteristics?

~~

Should we launch What is the chance that

ac::vetdatg disease X is currently in the
collection: population?
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WSARE v2.0

e What's Strange About Recent Events?

e Designed to be easily applicable to any
multivariate many-attribute date/time-
iIndexed biosurveillance-relevant data
stream.
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e |nputs:

WSARE v2.0

1. Date/time-indexed
biosurveillance-
relevant data stream

Copyright © 2002-2004, Andrew Moore

2. Time Window
Length

3. Which
attributes to use?
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e Input

WSARE v2.0

1. Date/time-indexed
biosurveillance-

2. Time Window

Length

3. Which

attributes to use?

S relevant data stream
B Y “ignore key and
last 24 hours weather”
Primary |Date [Time [Hospital |ICD9 [Prodrome|Gender [Age [Home ork Recent |Recent |(Many
ey Large [Medium [Fine |Large [Medium [Fine EIeLi/els Weatherimores)
Scale [Scale [Scale [Scale [Scale |Scale
h6r32 |6/2/2 (14:12 |Down- (781 |[Fever M 20s|NE (15217 |[A5 |NW [15213 B8 [2% |70R
town
3q15 |6/2/2 (14:15 [River- |717 |Respirat{M 60s[NE 115222 (3 |NE |15222 U3 [2% |[70R
side ory
|t5hh5 6/2/2 (14:15 [Smith- |622 |Respirat|F 80s|SE (15210 |K9 [SE 15210 [K9 [2% |70R

field ory
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WSARE v2.0

* Inputs: [ patestime-indexed | | 2

. Time Window
biosurveillance- Length

3. Which
attributes to use?

relevant data stream

2

. Here’s why

* Outputs: [ ere are the
records that most
surprise me

3. And here’s
how seriously you
should take it

Primary |Date [Time |Hospital ICD9|Prodrome(Gender|Age [Home

\Work

Recent |Recent |(Many

ey Large

Medium |Fine |Large |Medium [Fine

Flu \Weather|more...)

Scale [Scale |Scale [Scale [Scale |Scale et
h6r32 |6/2/2 (14:12 [Down- |781 |Fever M 20s[NE |15217 [A5 |NW |15213 B8 [2% |[70R
town
||l3q15 6/2/2 (14:15 [River- (717 |Respirat|M 60sINE  [15222 [J3 |[NE [15222 J3 2% |70R
side ory

kshns 67272 [14:15 [smith- [622 Respirat|F 80s|SE
field ory

15210 [K9 [SE [15210 K9 [2% |70R
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e Given 500 day’s
worth of ER cases at
15 hospitals...

Copyright © 2002-2004, Andrew Moore

Simple WSARE

Date Cases

Thu 5/22/2000 |C1, C2,C3,C4 ...
Fri 5/23/2000 C1,C2,C3,C4 ..
Sat 12/9/2000 C1,C2,C3,C4 ..
Sun 12/10/2000 | C1, C2, C3,C4 ...
Sat 12/16/2000 | C1, C2, C3,C4 ...
Sat 12/23/2000 | C1, C2, C3,C4 ...
Fri 9/14/2001 C1,C2,C3,C4 ..
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Simple WSARE

e Given 500 day’s
worth of ER cases at
15 hospitals...

e For each day...
e Take today’s cases
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Date Cases

Thu 5/22/2000 |C1, C2,C3,C4 ..
Fri 5/23/2000 C1,C2,C3,C4 ..
Sat 12/9/2000 |C1,C2,C3,C4 ...
Sun 12/10/2000 | C1, C2, C3, C4 ...
Sat 12/16/2000 | C1, C2,C3,C4 ...
Sat 12/23/2000 | C1, C2,C3,C4 ...
Fri 9/14/2001 C1,C2,C3,C4 ..
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Simple WSARE

e Given 500 day’s
worth of ER cases at
15 hospitals...

e For each day...

e Take today’s cases

e The cases one week ago
e The cases two weeks ago

Copyright © 2002-2004, Andrew Moore

Date Cases

Thu 5/22/2000 |C1, C2,C3,C4 ...
Fri 5/23/2000 C1,C2,C3,C4 ..
Sat 12/9/2000 C1,C2,C3,C4 ..
Sun 12/10/2000 | C1, C2, C3,C4 ...
Sat 12/16/2000 | C1, C2, C3,C4 ...
Sat 12/23/2000 | C1, C2, C3,C4 ...
Fri 9/14/2001 C1,C2,C3,C4 ..
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Simple WSARE

° G ive n 500 d ayis WO rw DZ\TE_AD\ ICD9 PRODRONGENDER

12/9/00 786.05 3|F

of ERcasesat 15 s =
. : 12/9/00 : 786.05 : 3 M
hospitals... P
12/16/00 782.1 4 F

12/16/00 789 im

- For each day... O —
s 12/23/00 789.09 1F

» Take today’s cases I
i 12/23/00 } 786.09 } 3| M

» The cases one week agag e o su
12/23/00 780.9 2|F

» The cases two weeks agu™""""’ o

e Ask: “What's different
about today?”

Copyright © 2002-2004, Andrew Moore

place2

s-e
s-e
n-w
s-e
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Simple WSARE

® G |Ven 500 day’ S WO ﬂ DATE_ADI ICD9 PRODRONGENDER

12/9/00 786.05 3F
/9/(

of ER cases at 15 o e 1f

. : 12/9/00 : 786.05 : 3 M
hospitals... e e o
12/16/00 782.1 4 F

12/16/00 789 1M

e For each day... 121600 7809
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place2

s-e
s-e
n-w
s-e
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Example

Sat 12-23-2001 (daynum 36882, dayindex 239)

35.8% ( 48/134) of today"s cases have 30 <= age < 40
17.0% ( 45/265) of other cases have 30 <= age < 40

Copyright © 2002-2004, Andrew Moore Biosurveillance: Slide 31

Example

Sat 12-23-2001 (daynum 36882, dayindex 239)
FISHER_PVALUE = 0.000051

35.8% ( 48/134) of today"s cases have 30 <= age < 40
17.0% ( 45/265) of other cases have 30 <= age < 40

Table L: A sample 2x2 Contingency Table

Otoday Cother
Age_Decile = 3 48 45
Age_Decile # 3 86 220

Copyright © 2002-2004, Andrew Moore Biosurveillance: Slide 32
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Searching for the best score...

e Try ICD9 = x for each value of x

e Try Gender=M, Gender=F

e Try CoarseRegion=NE, =NW, SE, SW..

e Try FineRegion=AA,AB,AC, ... DD (4x4 Grid)
e Try Hospital=x, TimeofDay=x, Prodrome=X,

e [In future... features of cep

Copyright © 2002-2004, Andrew Moore Biosurveillance: Slide 33

Example

Sat 12-23-2001 (daynum 36882, dayindex 239)

FISHER_PVALUE = 0.000051 RANDOMIZATION_PVALUE = 0.031
35.8% ( 48/134) of today"s cases have 30 <= age < 40
17.0% ( 45/265) of other cases have 30 <= age < 40

Table L: A sample 2x2 Contingency Table

Otoday Cother
Age_Decile = 3 48 45
Age_Decile # 3 86 220
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Multiple component rules

 We would like to be able to find rules like:

There are a surprisingly large number of children with
respiratory problems today

or

There are too many skin complaints among people from the
affluent neighborhoods

e These are things that would be missed by casual screening
e BUT

e The danger of overfitting could be much worse

e It's very computationally demanding

e How can we be sure the entire rule is meaningful?

Copyright © 2002-2004, Andrew Moore Biosurveillance: Slide 35

Checking two component rules

Table 2: 2x2 Contingency Table 1 for a two component rule e M ust

Records from Today | Records from Other
matching Cp and C} matching Cp and C} paSS
Records from Today | Records from Other b h
matching C and differ- | matching C; and differ- ot
ing on Cy ing on Cy tests to
be

Table 3: 2x2 Contingency Table 2 for a two component rule al Iowed
Records from Today | Records from Other to I|Ve )
matching Cp and C matching Cy and C

Records from Today | Records from Other
matching Cy and differ- | matching Cp and differ-
ing on C ing on C

Copyright © 2002-2004, Andrew Moore Biosurveillance: Slide 36
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WSARE v2.0

* Inputs: 1. Date/time-indexed | | 2. Time Window 3. Which
biosurveillance- Length attributes to use?
relevant data stream

- 3. And here’s
. 2. Here's why h i
: ow seriously you
* OUtpUts: [ Here are the vy
should take it
records that most
surprise me
Primary |Date [Time |Hospital ICD9|Prodrome(Gender|Age [Home \Work Recent |Recent |(Many
ey Large [Medium |Fine |Large [Medium |Fine [Iu | [Weather(moreL)
Scale [Scale [Scale [Scale [Scale [Scale evels

hé6r32 |6/2/2 [14:12 |[Down- [781 [Fever M [20s|NE [15217 |A5 [NW 15213 [B8 [2% [70R
town

3q15 |6/2/2 |14:15 |River- (717 |Respirat{M 60sINE  |15222 (I3 NE 15222 (I3 2% |70R
side ory

kshns [6r2/2 [14:15 [smith- [622 [Respirat|F 80s|SE  [15210 [k9 [SE [15210 K9 [2% [7OR
field ory
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o Input 1. Date/time-indexed | | 2. Time Window 3. Which
S biosurveillance- Length attributes to use?
- relevant data stream
> H = ‘ 3. And here’s
. Here’s why how seriously you
1 OUtpUt 1. Here are the 4 vy
should take it
g- records that most
- surprise me /\
Primary= = bieeislion I"‘/_ Ll liome \Work V ecent [(Many
key | Normally, 8% of cases in the East [qelviediu [Fine |LargelMediu [Fine eathemore...
are over-50s with respiratory cale|m Scale |Scale |m Scal )
el [FEETE: E @ Don’t be too impressed!
3q15 it’ 9 E
q But tgijfy s bievn 15% - Taking into account all the patterns
lt5hhs [6/2/2[14:15[smith-[622[Respiral |80 [sE [1{ I'Ve been searching over, there's a
field tory s 20% chance I'd have found arule |
: : : this dramatic just by chance

Copyright © 2002-2!
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WSARE on recent Utah Data

Saturday June 1st in Utah:

The most surprising thing about recent records is:

Normally:

0.8% of records (50/6205) have time before 2pm and prodrome = Hemorrhagic
But recently:

2.1% of records (19/907) have time before 2pm and prodrome = Hemorrhagic
Pvalue = 0.0484042
Which means that in a world where nothing changes we'd
expect to have a result this significant about once

every 20 times we ran the program

Copyright © 2002-2004, Andrew Moore Biosurveillance: Slide 39

Which of the 500 days have
Irregularities?

« WARNING: Yet another overfitting
opportunity.

e If we took 500 days of randomly
generated data, then about 5 days
would have a p-value below 0.01

e This can be solved with...
« A Bonferroni correction
e The FDR (False Discovery Rate) method

[Benjamini & Hochberg, 1995, J. R. Stat
Soc, 57 289]

Copyright © 2002-2004, Andrew Moore Biosurveillance: Slide 40
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Results on
Emergency
Dept Data

Copyright © 2002-2004, Andrew Moore

### Rule 1: Tue 05-16-2000 (daynum 36661, dayindex 18)

SCORE = -0.00000000 PVALUE - 0.00000000

32 B4%, ( 44/134) of today's cases have Time Of Day4 atter 6:00 pm
90.00% ( 27/ 30) of other cases have Time Of Day4 after 6:00 pm

### Rule 2: Fni 06-30-2000 (daynum 36706, dayindex 63)

SCORE = -0.00000000 PVALUE = 0.00000000

19.40% ( 26/134) of today's cases have Place2 = NE and Latd = d
5.71% ( 16/280) of other cases have Place2 = NE and Laté = d

#1% Rule 3: Wed 09-06-2000 (daynum 36774, dayindex 131)
SCORE = -0.00000000 PVALUE = 0.00000000

17.16% ( 23/134) of today's cases have Prodrome = Respiratory
and age? less than 40

4.53% ( 12/285) of other cases have Prodrome = Respiratory
and age2 less than 40

#it Hule 4: Fn 12-01-2000 (daynum 36860, dayindex 217)
SCORE = -0.00000000 PVALUE = 0.00000000

22 88% ( 27/118) of today's cases have Time Of Dayd
after 500 pm and Lat?2 =8

B.10% ( 20/247) of other cases have Time Of Day4
after 6:00 pm and Lat2 =5

### Rule 5: Sat 12-23-2000 (daynum 36882, dayindex 239)
SCORE = -0.00000000 PVALUE = 0.00000000

18.25% ( 25/137) of loday's cases have ICD8 = shoriness of breath
and Time Of Day? befora 3:00 pm

5.12% ( 15/203) of other cases have ICD8 = shoriness of breath
and Time Of Day? before 3:00 pm

### Rule 6: Fri 09-14-2001 (daynum 37147, dayindex 504)

SCORE = -000000000 PYALUE = 0 00000000

66.67% ( 30/ 45) of loday's cases have Tirme Of Day4 before 10:00 am
18.42% ( 42/228) ol cther cases have Time Of Day4 belore 10.00 am

Sanity check

e What happens if we generate a fake
database in which we know that there can
be no relation between date and case

features?

e This can be achieved by shuffling all the
dates in the database.

e The days detected by FDR are then...

Copyright © 2002-2004, Andrew Moore
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Survived Randomized

e No days reported as
abnormal
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Simulation-based validation

We need to understand sensitivity and specificity.

Have developed a very fast simulator in which people
go to work, go out for food, live in families.

Background of mild diseases: some food-borne, some
occupational, some contagious etc.

A nasty disease is introduced at some point.
e Can WSARE detect it?

 How does WSARE compare to a standard sensible
epidemiological alternative?

Copyright © 2002-2004, Andrew Moore Biosurveillance: Slide 44
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WSARE Simulation Sensitivity

35

vs Specificity on GRIDSIM
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WSARE Simulation Sensitivity vs
Specificity on GRIDSIM
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WSARE 3.0

e “Taking into account recent flu levels...”

e “Taking into account that today is a public holday...”
e “Taking into account that this is Spring...”

e “Taking into account recent heatwave...”

e “Taking into account that there’s a known natural
Food-borne outbreak in progress...”

Bonus: More
efficient use of
historical data
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Conditioning on observed environment: Well
understood for Univariate Time Series

Signal

Time
Example Signals:

Number of ED visits today

Number of ED visits this hour
Number of Respiratory Cases Today
School absenteeism today

Nyquil Sales today

Copyright © 2002-2004, Andrew Moore Biosurveillance: Slide 48
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An easy case

Upper Safe Range

Signal

Time

Dealt with by Statistical Quality Control

Record the mean and standard deviation up
the the current time.

Signal an alarm if we go outside 3 sigmas

Copyright © 2002-2004, Andrew Moore
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Conditioning on Seasonal Effects

Signal

Time

Copyright © 2002-2004, Andrew Moore
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Signal

Seasonal Effects

Copyright © 2002-2004, Andrew Moore

Fit a periodic function (e.g. sine wave) to previous
data. Predict today’s signal and 3-sigma

confidence intervals. Signal an alarm if we’re off.

Reduces False alarms from Natural outbreaks.

Different times of year deserve different thresholds.

Biosurveillance: Slide 51

Example [Tsui et. Al]

Court

'
EL]

L
=)

'
100

Weekly counts of P&l from week 1/98 to 48/00

| ' L
120 140 150 180
WEEK since 1721997

From: “Value of ICD-9—-Coded Chief

Complaints for Detection of
Epidemics”, Fu-Chiang Tsui, Michael
M. Wagner, Virginia Dato, Chung-
Chou Ho Chang, AMIA 2000
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Seasonal Effects with Long-Term Trend

Gourt
B B 4 B B B 5 B B &

= =0
WEEK =ince 1/1/1998

Weekly counts of
IS from week
1/98 to 48/00.

From: “Value of ICD-9—Coded Chief
Complaints for Detection of
Epidemics”, Fu-Chiang Tsui, Michael
M. Wagner, Virginia Dato, Chung-
Chou Ho Chang, AMIA 2000
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Seasonal Effects with Long-Term Trend

B .

Called the Serfling

3 4 b
T

Gourt

Method [Serfling, 1963]

NN

= e mWEEK sinc-e&:.-'«t.-'lg\
Weekly counts of V
IS from week

Fit a periodic function (e.g. sine wave) plus a linear

1/98 to 48/00. trend:

From: “Value of ICD-9—-Coded Chief E[Slgnal] =a+bt+c Sm(d + t/365)
Complaints for Detection of

Epidemics”, Fu-Chiang Tsui, Michael || G00d if there’s a long term trend in the disease or
M. Wagner, Virginia Dato, Chung- the populatlon.

Chou Ho Chang, AMIA 2000
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Day-of-week effects

60000
50000 - 12/30/1999
40000 272311999
3
< 30000 4
»
20000 -
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10000 4 7142000
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P S S P IS SESESLSFSSLS LS S & O
SRR NG G S SN NN S S SN
N\\\’L’LW’L'\/’L%'\/’L%‘L‘L%
FEE T E IS TS E TSI
dates
From: “Using Grocery Sales Data for the
Detection of Bio-Terrorist Attacks”,
Goldenberg, Shmueli and Caruana,
2002
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Another simple
4/23/2000
T —T

form of ANOVA

SR S & &
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F P FF S &

P W P gg'\,‘b‘\/'\/%’bﬁ, ‘L

Q@&,\’Q\Q\:&\\jﬁb\\@‘@ oé%Q}%\’\%\\,

k component
E[Signal] = a + de

From: “Using Grocery Sales Data for the

Detection of Bio-Terr_oristAttacks", E.G: deltam0n= +5-42| deltame= +2.20’ deltawed=

Goldenberg, Shmueli and Caruana,
2002

+3.33, deltay, = +3.10, delta,= +4.02, delta = -
12.2, delta,,,= -23.42
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Analysis of variance

e Good news:

If you're tracking a daily aggregate (e.g. number
of flu cases in your ED, or Nyquil Sales)...then
ANOVA can take care of many of these effects.

e But...

What if you're tracking a whole joint distribution
of transactional events?

Copyright © 2002-2004, Andrew Moore Biosurveillance: Slide 57

Idea: Bayesian Networks

“Patients from West Park Hospital
are less likely to be young”

“On Cold Tuesday Mornings the
folks coming in from the North
part of the city are more likely to
have respiratory problems”

“The Viral prodrome is more “On the day after a major
likely to co-occur with a Rash holiday, expect a boost in the
prodrome than Botulinic” morning followed by a lull in
the afternoon”

Copyright © 2002-2004, Andrew Moore Biosurveillance: Slide 58
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WSARE 3.0

All historical

data
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WSARE 3.0

All historical

data
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All historical

data

@

WSARE 3.0

i
Today’s
Environment

*

What should
be happening
today?
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All historical

data

@

WSARE 3.0

i
Today’s
Environment

Y 4

What should What's strange
be happening about today,
today? considering its
environment?
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All historical

data

@
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i
Today’s
Environment

WSARE 3.0

Y ¢

What should What's strange

be happening

g about today,
today”~

considering its
enviropment?

And how big a deal is
this, considering how

much seargh, Lye-done3s

All historical

*

Expensive =
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Today’s

Environment

WSARE 3.0

*

—— Cheap ‘
What should What's strange
be happening about today,
today? considering its

enviro‘ent?

And how big a deal is
this, considering how

much seargh, Ly@-Jongz.
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WSARE 3.0

All historical

Today’s
data Environment * Racing
- - Randomization
+ All-dimensions « Differential

Trees

Randomization

Ch

What should
be happening

pay

» RADSEARCH

B—0

today?

Expensive —
P And how big a deal is

this, considering how
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Conclusion

= One approach to biosurveillance: one algorithm
monitoring millions of signals derived from
multivariate data

instead of
Hundreds of univariate detectors

* Modeling historical data with Bayesian Networks to
allow conditioning on unique features of today

e Computationally intense unless we're tricksy!
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e Searching over thousands of contingency tables on a
large database...

e ...only we have to do it 10,000 times on the replicas
during randomization

e ...we also need to learn Bayes Nets from databases with
millions of records...

e ...and keep relearning them as data arrives online...

e ...in the end we typically search about a billion alternative
Bayes net structures for modeling 800,000 records in 10
minutes

allow conditi unique features of today
e Computationally intense unless we’'re tricksy!
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Conclusion

= One approach to biosurveillance: one algorithm
monitoring millions of signals derived from
multivariate data

instead of
Hundreds of univariate detectors

* Modeling historical data with Bayesian Networks to
allow conditioning on unique features of today

e Computationally intense unless we're tricksy!
e WSARE 2.0 Deployed during the past year
e WSARE 3.0 about to go online

 WSARE now being extended to additionally exploit
over the counter medicine sales
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